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Executive summary

This document summarizes the instantiation of the identity management service-oriented basic system of
IMPULSE. This includes all the integrations that a public administration has to perform to connect one of their
services to IMPULSE, the configuration of the deployable component of the solution, known as the Enterprise
Service, and the deployment of the component itself. It also describes the interaction of a Public Servant with
the dashboard of the Enterprise Service, and brief summary of the different sessions that were held with the
public administrations regarding the instantiation process.

The IMPULSE solution, as many other elD systems, has two main processes: the onboarding and the
authentication. The onboarding process is performed by the natural persons who want to obtain and store an
identity verifiable credential in their devices. The users can initiate this process by selecting their public
administration from a list, reading a QR code, or clicking a deep link. The two last options of initiating the
onboarding have to be integrated by the public administrations if they really want them to be available for the
citizens, as they bring a better user experience. The authentication process is performed by the natural persons
that want to authenticate themselves against a public administration to receive a service. In this case, it is
mandatory that the public administration service has integrated one or both of the previously commented
methods: reading a QR code or clicking a deep link. In this process, it also necessary that the public
administration service is able to associate an attribute with the current user session of the web browser. For
this service to know which user and which web browser to provide the service to after a successful
authentication, it is necessary to expose an endpoint where it will receive this information.

To facilitate the whole instantiation process, a configuration tool that aims to automate the configuration and
deployment of the Enterprise Service has been developed. This tool allows to configure common Enterprise
Service information, Transport Layer Security, logging modes, public servant dashboard authentication, face
matching service information and document verification service information. As the Enterprise Service is
shared as a docker image, the configuration tool also has the capability of generating a valid docker run
command to ease the generation of the container. Finally, this tool is also able to refresh the EBSI Verifiable
Authorization of the configured Trusted Issuer, which is the verifiable credential used to receive permission to
write information into the EBSI ledger.
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CPU: Central Processing Unit
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GB: GigaByte

HTTP: HyperText Transfer Protocol
IT: Information Technology

JKS: Java KeyStore

JSON: JavaScript Object Notation
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PA: Public Administration

PAS: Public Administration Service
QR Code: Quick Response Code
RAM: Random Access Memory
TLS: Transport Layer Security
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Impulse

Definitions

Docker: It is an open-source project to automate the deployment of applications inside software containers,
providing an additional layer of abstraction and automation of virtualization across multiple operating systems.

Dockerization: It is the process of packing, deploying and running applications using Docker containers.
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1 Introduction

One of the main aspects to be taken into account when implementing IMPULSE is how the solution will be
instantiated from the point of view of a public administration. These legal entities have a huge variety of
environments, with different technologies, and with very diverse IT teams. This raised the need to create a
simple installation process that emulates a plug & play system, so it could be adapted to almost every public
administration in a relatively simple way. As it is reflected in section 6, the main idea behind the basic system
instantiation was adapted to the needs that we continue to encounter from these institutions.

The two most important actions that we carried out to speed up this process was the dockerization of the
Enterprise Service and the creation of the configuration tool. Some technical details of both are shown below:

Dockerization of the Enterprise Service:
Docker image details:
e Base image: openjdk:16-slim-bullseye

e Enterprise Service added as a JAR

e Common configuration files added (service-matrix.properties, fsStore.conf, signatory.conf)
e Entrypoint: java —jar EnterpriseService.jar

e Size: 882MB

e Version: 1.1.1

Configuration Tool:

A Configuration Tool has been created to facilitate the public administrations the configuration and
deployment of the Enterprise Service. It has been created as Command Line Interface (CLI) using the clikt
library [1]. It is designed to be interactive and self-explanatory, i.e., everything that can be done with the tool
is explained within the tool itself.

Usage: ConfigurationTool [OPTIONS] COMMAND [ARGS]...

It allows to onboard an EBSI DID, configure the Enterprise Service, help in
the deployment and refreshes the Trusted Issuers' EBSI Verifiable
Authorization.

Options:
-h, --help Show this message and exit

Commands:
onboard EBSI DID Onboarding related operations
configure Enterprise Service configuration
credential Verifiable Identity credential related operations
deployment Docker deployment related operations

Figure 1: Configuration Tool CLI.
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2 Integration with a Public Administration Service

From the public administration perspective, the Enterprise Service of the IMPULSE solution is the key
component to which they have to be integrated in order to use IMPULSE as an elD system.

Document

Remote Qseal

Verification .
Service

Service

I Public Administration Service

Enterprise Service |

I
|
| ’
| Public
| IMPULSE Blockchain Infrastructure I Servant
| [REST Service] I [Legal Entity]

Figure 2: General Integration of a PA with the IMPULSE solution.

Here are described all the integrations needed to connect a Public Administration Service with the IMPULSE
Enterprise Service. The IMPULSE Solution has two main flows: onboarding (user obtains an Identity
Verifiable Credential), authentication (user authenticates using the Identity Verifiable Credential). All the
integrations needed in both operations are explained below.

2.1 Onboarding

In the onboarding process it is not mandatory to do any integration, but a few can be addressed to give a better
user experience to the citizens. When a user wants to make the onboarding, there are three possible options:

e The user selects their public administration from a list inside the IMPULSE application.
e The user uses the IMPULSE application to scan a QR Code in the public administration website.

e The user clicks on a Deep Link in the public administration website, using a web browser installed on
their mobile device, which redirects them to the IMPULSE application.

Since the first option doesn’t require any integration, it’s always available, and the two others are completely
optional. For the public administrations to address these optional ways of initiating the onboarding process,
they have to make the Public Administration Service to connect to the Enterprise Service, requesting the
content of the QR Code/ Deep Link. The request is in fact an HTTP GET Operation to the endpoint /users-
onboarding/vl/session. The response of these endpoint is a JSON like the next one:
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{

"authenticationRequest":
"openid://?response type=id token&client id=did%3Aebsi%3AzkgSHigQSH1jk6UG6
846ebmu&scope=openid+did authné&request=eyJraWQiOiI5NJjAZMDZhYJAONJQO0ZDhlYm
Y3MWZiYTkzYz1hYjB1ZSIsInR5cCI6IkpXVCIsImEsZyI6IkVKRENBINO.eyJhdXRoZW50aWN
hdGlvb1lJ1cXV1c3RKA3QiOnsiY¥XV0aEhlYWR1ciI6eyJ0eXAiO1JKV1IQiLCJIhbGciOiJFZERT
QSIsImp3ayl6eydJrdHkiOiJPS1IAILCIjcnYiO0iJFZDIINTESTIiwidXN1Ijoic2IlnIiwia2lkI
JO1O0TYWNJA2YWIWNDYONGQ4ZWIMNZFmYmESM2M5YWIWwZWULILCJ4IjoiZH1iaDgtYTZ2xY210bj
JwQzhFSE44V1hpbUJdcmISM1JfanczQlRvIWXVVMCIsImEsZyI6IkVKRENBIN1 9LCJhdXRoUmV
xdWVzdFBheWxvYWQi0nsic2NvcGUi01iJveGVuaWQgZGlkX2F1dGhuliwiY2xhaWlzIjp7Imlk
VGI9rZW4i0OnsidmVyaWZpZWRDbGFpbXMiOm51bGx9fSwiaXNzIjoiZzGlkOmVic2k6emtxUOhpc
VFTSDFqazZVNigONmVibXUiLCJIyZXNwb252z2V90eXB1IjoiaWRfdGIrZW4iLCIJyZWdpc3RyYX
Rpb24i0nsiYWNjZXNzX3Rva2VuX2VuY3J5cHRpb25£ZW57X3Z2hbHV1c19zdXBwb3J0ZWQi01ls
iQTEYOEdDTSISIKEYNTZHQO001iXSwiandrcl91cmkiOiIiLCIyZWRpemVidF91lcmlzIjpbIidd
LCIyZXF1ZXN0X291iamVjdF9zaWduaWbnX2FsZyI6WyJFUzI1INksiLCIJFZERTQSJALCJhY2N1c
3NfdGO9rZW5£fc21nbmluzl 9hbGciOlsiRVMyNTZLIiwiRWREUOE1XSwiYWN]ZXNzX3Rva2vuX2
VuY3J5cHRpb25fYWxnX3ZhbHV1cl 9zdXBwb3J0ZWQi01siRUNESCIFUyJdLCIJpZF90b2t1bl19
zaWduZWRfcmVzcGOuc2VEYWxnIjpbIkVIMjU2SyIsIkVKkRENBI10sInJ1lc3BvbnN1X3R5cGVz
I701iaWRfdG9rZW4ifSwibm9uY2UiOiIzYTEZOWY2Mi1kZWQ3LTOXZTALtYMU4YS11YWQON]jg2M
mNmMJjAILCIJbGl1bnRfaWQiOiJkaWQ6Z2WJIzaTp6a3FTSGlxXUVNIMWprN1U20DQ2ZWJItdSJ9EfS
wic2NvcGUi01iJveGVuaWQgZGlkX2F1dGhuliwiY2FsbGJhY2s1i0iJodHRwOlwvXC80MC43MS4
INy450D04MDgwXC91c2VycylvbmIvYXJkaWSnXC92MVwvYXV0aGVudGljYXRpb24tecmVzcGou
c2VzIiwicmVzcGOuc2VEdHIwZSI6ImlkX3Rva2vuliwibmOuY2UiOiIzYTEZOWY2M11kZWQ3L
TOxZTAtYmU4YS11YWQON]jg2MmNmMjAiLCIJbGl1lbnRfaWQiOiJkaWQ6ZWJIzaTp6a3FTSGlxUV
NIMWprN1U20DQ2ZWJtdSJ9.V0craly-40Md9waPfl-WtDkpzaBvtIGzLz9CJAE~-
uj59WojMyUxcaQG8hiWnectoCvco-bX4Z2tP770Wgyla3EBQ&nonce=3al139f62-ded7-41e0-
be8a-ead46862cf20"

}

The authenticationRequest field is the text string that has to be extracted and converted into a QR Code or a
Deep Link.

2.1.1 Show a QR Code

To convert this authenticationRequest field into a QR Code, the Public Administration Service will have to
make use of any library supported by their programming language that serves for the conversion of text strings
into QR codes.

The following is a compilation of some of the libraries for this task from among the most popular web
development programming languages:

e Javascript/Typescript: node-qrcode [2]
e Python: python-grcode [3]

e Java: zxing [4]

o C#: QRCoder [5]

Once the conversion is complete, the QR entered on the web page would look like the figure 3:
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Figure 3: QR shown in the PA Web Application.

2.1.2 Show a Deep Link

To convert this authenticationRequest field into a Deep Link, the Public Administration Service will have
to make use of any library supported by their programming language that serves for the encoding of UTF-8
text strings into Base64Url strings.

The following is a compilation of some of the libraries for this task from among the most popular web
development programming languages:

e Javascript/Typescript: base64url [6]
e Python: base64 [7]

e Java: Base64 [8]

e C#: base64urlencoder [9]

After converting the authenticationRequest field into a Base64Url string, the result must be joined with the
prefix impulse://impulse_app/onboarding?request=. The final Deep Link will look like the next one:

impulse://impulse app/onboarding?request=b3BIbmlkOi8vP3JIc3BvbnNIX3R5cGU9aWRfdGIrZW4mY 2x
pZW50X2IkPWRpZCUzOWVic2kIMOF6a3FTSGIXUVNIMWprNIU20DQ2ZWJtdSZzY29wZT1vcGVua
WOrZGlkX2F1dGhuJnJlcXVIc3Q9ZXIKcmFXUWIPaUKk1TmpBMk1EWmMhZakEwTmpRMFpEaGxZbVkz
TVdaaVIUa3pZemxoWWpCbFpTSXNJbII1YONJIJNkIrcFhWQO0IzSW1Gc1p5STZJalZrUkZOQkluMC5leUp
0ZFhSb1pXNTBhV050ZEdsdmJsSmxjWFZsYzNSS2QzUWIPbnNpWVhWMGFFaGxZV1JsY 2IINmV5Sj
BIWEFpT2IKS1YxUWIMQOpoYkdjaU9pSkZaRVJUUVNJcOltcDNheUk2ZXIKcmRIa2lPaUpQUzFBaUx
DSmpjbllpT2IKRIpESTFOVEU1SWI3aWRY TmxJam9pY zJsbklpd2lhMmxrSWpvaU9UWXdOakEywWVdJ
dOSEWTBORI1EOWIdKbU56RmM1ZbUUITTINNVIXSXdaV1VpTENKNEIgh21aSGxpYURnNdFIUWNhZM
mwwYmpKd1F6aEZTRTQOVjFocGJVSkpjbUpTTTEFKZmFuY3pRMVJ2V1hWdk1DSXNJbUZzWnlINKIr
VmtSRK5CSW4xOUxDSmMhkWFIVWWI1WeGRXVnpkRkJoZVd4dIIXUWIPbnNpYzJOdmNHVWIPaUp2Y
0dWdWFXUWdaR2xrWDJGMWRHaHVJaXdpWTJ4aGFXMXpJanA3SW1salZHOXJaVzRpT25zaWRtV
nlhV1pwWIdSRGJHRNBIWE1pT201MWJHeDImU3dpY VVhOeklgbh2laR2xrT21WaWMyazZIbXR4VTBoc
GNWRIRTREZxY XpaVk5qZzBObVZpYlhVaUxDSnlaWE53Y|l1lelpWOTBIWEJsSWpvaWFXUmZKRzly
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WIlc0aUxDSnlaV2RwYzNSeVIYUnBiMjRpT25zaVIXTmpaWES56WDNSdmEyVnVYMIZIWTNKNWNI
UnBiMjVmWIclalgzWmhiSFZsYzE5emRY QndiM0OowWIdRaU9sc2IRVEV5TOVKRFRTSXNJa0V5TIRaS
FEWMGIYU3dpYW5kecmMxOTFjbWtpT2lJaUxDSnlaV1JwY21WamRGOTFjbWx6SWpwYKIpSmMRMQO0
p5SWIhGMVpYTiBYMjlpYWI1WamRGOXphV2R1YVclblgyRnNaeUk2V3IKRIV6STFOa3NpTENKRIpF
UIRRUOpKTENKaFkyTmxjM05mZEc5clp XNWZjMmxuY mlsdVoxOWhiR2NpT2xzaVIWTXIOVFpMS
WI3aVIXUkVVMEVpWFEN3aVIXTmpaWE56WDNSdmEYyVnVYMIZIWTNKNWNIUNBiMjVmwWVd4bl
gzWmhiSFZsYzE5emRY QndiM0OowWIdRaU9sc2ISVU5FUOMXRIV5SMRMQOpwWKY5MGIydGxibDI6Y
VdkdVpXUmZjbVZ6Y0c5dWMyVmZZV3huSWpwYKkKIrVIRNalUyU31JcOlrVmtSRK5CSWwwcOluSmxjM
0J2Ym50bFgzUjVjR1Z6SWpvaWFXUmZkRzlyWIc0aWZTd2libTIIWTJVaU9pSTRPRFZrTOROaFppMD
BOVOkxTFRReU1qa3RZbVV4TXkwMk5HUMIZVEJqTORKaU1gY2IMQOpqYkdsbGJuUmZhV1FpT2IKa
2FXUTZaV0p6YVRWNMEZRIRTR2x4VVZOSU1XcHJObFUYyTORRMIpXSnRkUO05ZIN3aWMyTnZjR1
VpT2IKdmNHVnVhV1FnWKkdsalgyRjFkR2h1SWI3aVkyRnNiROpoWTJzaU9pSm9kSFJI3T2x3dIhDODB
NQzQzTVMOMU55NDVPRG80TURNA1hDOTFjMIZ5Y 3kxdmJtSnZZWEprYVclblhDOTINVnd2WVhW
MGFHVnVKR2xqWVhScGIyNHRjbVZ6Y0c5dWMyVnpJaXdpY21WemNHOXVjMIZmZEhsd1pTSTZJb
WxrWDNSdmEyVnVJaXdpYm05dVkyVWIPaUKOTORWa09ETmhaaTAWTIdIMUxUUXINamtOWW1Ve
E15MDJOR1JpWVRCak9ESmINamNpTENKamJHbGxiblJmYVdRaU9pSmthV1E2WIdKemFUcDZhMO0Z
Uu0dseFVWTKINV3BYyTmxVMKIEUTJaVOpO0ZFNKOS5]UGEONVZFeVIPOTRaVMFRXV3ZHASLdVIX
bVNIUnIYWGtkWk9IcURMUWVMR1F20HpLdOpPUMcxUmNmMOUtpUHBRUIZVaVVVWbzZ6TzlgdOhja
KRmMVTZBdyZub25jZT040DVKODNAZIOONWILLTQyMjktYmUxMy02NGRiYTBjODJiMjc

2.2 Authentication

In the authentication process it is mandatory to do some integrations. Since the Enterprise Service is in charge
of the authentication mechanism, but the user accesses the service through a web browser, it’s absolutely
necessary for the Public Administration to display a QR, a Deep Link or both to the user. This also implies
that the Public Administration Service will have to open (and protect) an endpoint to receive notifications of
which user has successfully logged in.

For the public administrations to address one (or both) of these ways of initiating the Authentication process,
they have to make the Public Administration Service to connect to the Enterprise Service, requesting the
content of the QR Code/ Deep Link. The request is in fact an HTTP GET Operation to the endpoint
Iverification/v1/session. The response of these endpoint is a JSON like the next one:

"sessionId": "c2b3e0£f5-8908-4d8£f-8325-20228afl1lb8b5",

"presentationRequest":
"openid://?response type=id token&client id=did%3Aebsi%3AzkgSHigQSH1jk6UG6
846ebmu&scope=openid+did authné&request=eyJraWQiOiI5NJAZ2MDZhYJAONJQOZDhlYm
Y3MWZiYTkzYz1hYjB1ZSIsInR5cCI6IkpXVCIsImFsZyI6IkVKkRENBINO.eyJhdXRoZW50aWN
hdGlvb1lJ1cXV1c3RKA3QiOnsiYXV0aEhlYWR1ciI6eyJ0eXAi0iJKV1IQiLCJIJhbGciOiJFZERT
QSIsImp3aylbeydrdHkiOiJPSIAILCIjcnYiOiJFZDIINTESTiwidXN1Ijoic21lnTIiwia2lkTI
JO1O0TYWNJA2YWIWNDYONGQ4ZWIMNzZEmYmESM2MS5YWIwZWUi1iLCJ4Ijoi1Z2H11iaDgtYTZxY210b]j
JwQzhFSE44V1hpbUJJdcmISM1JfanczQlRVWXVVMCIsImFsZyI 6IkVKRFNBIn1 9LCJTJhdXRoUmV
xdWVzdFBheWxvYWQiOnsic2NvcGUi01iJveGVuaWQgZGlkX2F1dGhuliwiY2xhaWlzIjp7Imlk
VG9rZW4iOnsidmVyaWZpZWRDbGEFpbXMiOnsidmVyaWZpY2F0aWouljp7ImV2aWR1bmN1Ijp7I
mRvY3VtZW50Ijp7ImNyZWRIbNRpYWxTY2hlbWEiOnsiaWQiOnsidmFsdWUi0iJodHRwczpcLl
wvYXBpLnByZXByb2QuzZWJzaS51dVwvdHI1c3R1ZC1zY2hl1bWFzLXJ1Z21zdHJI5XC92MVwvc2N
0ZWlhclwvMHg2MD1 1MmNhMj IzMzI1M2U3NGUwZGNhOGRJOTUyNFAWY JYxZDQ2YWZmY zMxOGFh
NGE3MGEyOGViNzE40TUyZTN1IiwiZXNzZW50aWFsIjp0cnV1£X0sInR5cGUi0OnsidmFsdWUi0
1siVmVyaWZpYWJIsZUNyZWRIbnRpYWwiLCIWZXIJpZmlhYmx1SWQi1iXSwiZXNzZW50aWFsIjpOcn
V1fX0sInR5cGUiONsidmFsdWUi01J2Z2XJpZmlhYmx1X2NyZWR1bnRpYWwiLCJ1lc3N1bnRpYWw
10m51bGx9fSwidHI1c3REZnJhbWV3b3JrIjoiRUJTSSIIEX19LCIpc3MiOiJkaWQ6ZWIzaTp6
a3FTSG1xUVNIMWprN1U20DQ2ZWJItdSIsInd1c3BvbnN1X3R5cGUiO1JpZEF90b2t1lbiIsIndlZ
21zdHJhdGlvbiI6eyJhY2N1c3NfdG9rZW5£ZW5jcnlwdGlvbl91lbmNfdmFsdWVzX3N1cHBven
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R1ZCI6WyJBMTI4RONNIiwiQTI1INkdDTSJdLCJIqd2tzX3VyaSI6IlilsInJdlZGlyZWNOX3VyaXM
i01siI10sInJdlcXV1c3Rfb2IgZWNOX3NpZ25pbmdfYWxnI jpbIkVIMjU2SyIsIkVKRENBI10s
ImFjY2Vzcl90b2t1bl9zaWduaWsnX2FsZyIoWyJEFUzI1INksiLCIJFZERTQSJALCIhY2N1c3Nfd
GI9rZW5£fZW57cnlwdGlvbl 9hbGdfdmFsdWVzX3N1cHBvcnR1ZCIOWyJFQORILUVTI10sIml kX3
Rva2VuX3NpZ251Z2F9yZXNwb25zZ2VI9hbGci0lsiRVMyNTZLIiwiRWREUOE1IXSwicmVzcGOuc2V
fdH1WZXMi01iJpZF90b2t1biJ9LCIub2532SI6ImMyYINIMGY1LTg5YgtNGQ4Z2104MzI1LT Iw
MjT4YWYXYJhiNSIsImNsaWVudF9pZCI6ImRpZDplYnNpOnprcVNIaXFRUOgxams2VTY4ANDZ1Y
mllInl9LCJzY29wZSI6ImOwZWopZCBkaWREYXV0aG4iLCIjYWxsYmFjayI6ImhOdHA6XC9cLz
OwLjcxLjU3Ljk407jgwODBcL3Z1lcmlmaWNhdGlvblwvdjFcL2F1dGhlbnRpY2F0aWOuLXJ1c3B
vbnNlcyIsInJdlc3BvbnN1X3R5cGUi01JpZF90b2tlbiIsImbvbmN1TIjoiYzJiM2UwZjUtOD11
OC00ZDhmLTgzMjUtMjAyMjhhZjFiOGI1IiwiY2xpZW50X21kIjoiZGlkOmVic2k6emtxUOhpc
VFTSDFQazZVNigONmVibXUifQ.HXiTSArbXm-
6YCxXFTAJuBx17xRAG6GVLKbp7UFb1Ysk2PiO0dwg2p8YNSSaSLAtv3ouY30JzBOu70LMn508cK
CQ&nonce=c2b3e0£5-8908-4d8f-8325-20228af1b8b5"

}

The presentationRequest field is the text string that has to be extracted and converted into a QR Code or a
Deep Link.

2.2.1 Show a QR Code

It is exactly the same procedure as in section 2.1.1, except that the converted text string is this time the
presentationRequest field instead of the authenticationRequest field.

2.2.2 Show a Deep Link
It is exactly the same procedure as in section 2.1.2, except in two aspects:

e The converted text string is this time the presentationRequest field instead of the field
authenticationRequest.

e After converting the presentationRequest field into a Base64Url string, the result must be joined with
the prefix impulse://impulse_app/authentication?request=.

2.2.3 Handle the user session

Since the Authentication process occurs between the IMPULSE Application and the Enterprise Service, but
the service is provided through other means (web service, locker...), it’s mandatory to handle the user session
using the sessionld field received in the endpoint /verification/v1/session. And this sessionld has to be linked
in some way with user session inside the device where the service is being provided. This will imply that later
on the Public Administration Service will be able to identify which device needs to receive the provided
service.

The common scenario for the public administrations is that their web application handles the user sessions
using some of the next mechanisms: cookies, JWTs, HTTP sessions, etc. The only required integration here
is to associate this sessionld field to the user session, using the mechanism already in place. It is up to the
public administration to decide how long this sessionld field is valid and how often it should be refreshed.

2.2.4 Exposing the endpoint to receive the notification

After a citizen has successfully authenticated to the Enterprise Service, this component has to communicate to
the Public Administration Service that a user has logged in. This communication will be in factan HTTP POST
Operation to one endpoint exposed from the Public Administration Service for this purpose. This endpoint
must receive two parameters:
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1. credentialSubject: JSON that contains the personal attributes of the Identity Verifiable Credential
presented by the citizen. This is the field used by the Public Administration Service to identify the
citizen that has logged in. Example:

{

“firstName”: “John”,
“familyName”: “Smith”,
“dateOfBirth”: “01-01-1900",
“personaldentifier”: “12345678A",
“placeOfBirth”: “Fakeland”,
“currentAddress”: “Fake Street 1237,

“gender”: “male”

2. sessionld: String associated to a user session inside the Public Administration Service. This is the field
used by the Public Administration Service to identify the browser/device that needs to receive the
service.

c2b3e0£5-89b8-4d8£-8325-20228a£f1b8b5
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3 Instantiation of the Enterprise Service

The instantiation process is thought to be very straightforward for any public administration that wants to
deploy IMPULSE and connect to it. The Enterprise Service, which is the core element that will need to be
instantiated by the public administrations, has been dockerized to facilitate the sharing and deployment of the
component. To ease the configuration of this docker image prior to its deployment, a Configuration Tool has
been created along with a manual that explains every step needed to perform an integration and instantiation
of the IMPULSE solution.

3.1 Resources

1. Docker Image of the Enterprise Service.

o Itis shared through a robot account (only reading permissions) of a private docker repository
(Harbor) owned by GRAD.

2. Configuration Tool alongside the configuration files.
alice.properties: Face Matching Service configuration file.
dashboard.properties: Public Servant Dashboard configuration file.
enterprise-service.properties: Enterprise Service common configuration file.
logging.properties: Logging configuration file.
tls.properties: Transport Layer Security configuration file.
tree.properties: Document Verification Service configuration file.
trusted-issuer.properties: Trusted Issuer configuration file.
service-matrix.properties: Waltld SSIKit Services configuration file.
fsStore.conf: Waltld SSIKit File System Store configuration file.

o signatory.conf: Waltld SSIKit Signatory Service configuration file.
3. Data folder.

o To facilitate the instantiation for the first pilot we have already onboarded one different DID
for every public administration, and contacted EBSI’s Service Desk to register these DIDs as
Trusted Issuers and ESSIF Onboarding Services. This means that each public administration
receives a pre-configured data/ folder with everything they need to setup IMPULSE.

4. Manual “How to IMPULSE: Integration, Instantiation and Interaction”.

O O 0 O O O O O

3.2 Requirements

e Java 16+

e Docker 20+

e Virtual CPUs: 2+
¢ RAM: 8GB+

3.3 Configurations

In the following sections, all of the possible configurations of the Enterprise Service will be addressed,
regardless of whether they are mandatory or optional.

H2020 - Grant Agreement No. 101004459 Page 16 of 29



Impulse Deliverable D2.9

331 Enterprise Service Common Configuration

Requests authenticationRequest
Source IP:
[Public Administration Service IP]

Requests presentationRequest
Source IP:

|
|
|
|
|
|
Onboards/Authenticates : Enterprise SEl"ViCE [Public Administration Service IP]
|
|
|
|
|

Public Administration
Service

Citizen
[Person]

Destination URL:

[Enterprise Service Public URL] Notifies User Authentication
Destination URL:

[Public Administration Service

Notification Endpoint]

|
| PA DOMAIN
[ [REST Service]

Retrieves information

Register Information

Blockchain Infrastructure

Figure 4: Overview of the role of the Enterprise Service Common configurable attributes.

The next attributes are all the possible configurations related to the common information of the Enterprise
Service.

e Organization Name: It’s not really an important value for now, but it should be the name of the public
administration deploying this Enterprise Service.
o Example: Gradiant - Centro Tecnoloxico de Galicia
o Example: GRADIANT

e Enterprise Service Public URL: The public URL where the Enterprise Service is exposed. It has to
be the complete URL (with port in case it differs from the default ones), and it can contain a domain
or an IP address.

o Example: https://www.gradiant.org/enterprise-service

o Example: https://www.gradiant.org:8443/enterprise-service
o Example: http://1.1.1.1

o Example: http://1.1.1.1:8080

** This attribute also serves to configure the context path of the Enterprise Service. For instance, if
you configure an URL like the one in the first example, the context path will be “/enterprise-service”.

e Public Administration Service Notification Endpoint: The public/private URL where the Public
Administration Service has the endpoint exposed. It has to be the complete path to the endpoint.

o Example: https://www.gradiant.org/callback
o Example: http://1.1.1.1:8080/notification

e Public Administration Service IP: The IP Address of the component that is requesting the content
of'the QR Code / Deep Link to the Enterprise Service. It’s important to correctly set this value because
the Enterprise Service filters the requests to the endpoints /users-onboarding/vl/session and
Iverification/v1/session to the IP Address that you set here. It can be a specific IP or a range of IPs.
It’s important to clarify that the IP Address to set here, it must be the one that appears in the request
sent to the Enterprise Service. This implies that if you have any intermediary component that changes
the IP Source Address of the request (like a proxy), this value must be set to the changed value or
range.
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Example: 172.16.0.2
Example: 1.1.1.1
Example: 10.3.0.0/12

o Example: 192.168.1.0/24
** |t can also be an IPv6 address or range.

O O O

3.3.2 TLS Configuration

The next attributes are all the possible configurations related to the Java Key Store PKCS12 information to
enable TLS in the Enterprise Service.

e TLS Enabled: YES or NO to enable TLS in the enterprise service. Note that TLS can be configured
and be disabled at the same time for testing purposes.

o Example: yes
o Example: NO

e Path to JKS PKCS12: The relative or absolute path to the Java Keystore PKCS12 that contains the
certificate and key to be used as part of the TLS configuration.

o Example: ./impulse.jks
o Example: /home/impulse/keystores/impulse.jks

o JKS Password: Password that unlocks the Java Keystore.
o Example: changeit

o Key Alias: The alias of the key corresponding to the certificate inside the JKS.
o Example: impulse

o Key Password: Password that unlocks the Key inside the Java Keystore, identified by the key alias.
o Example: changeit

3.3.3 Dashboard Configuration

The next attributes are all the possible configurations related to the Public Servant Dashboard Authentication
mechanism.

e Username: The username that the Public Servant will use to login in the dashboard.
o Example: admin
o Example: john_doe

e Password: The password that the Public Servant will use to login in the dashboard.
o Example: changeit

e Two Factor Authentication enabled: Password that unlocks the Java Keystore.
o Example: yes
o Example: NO

e Email: The email account that will receive a TOTP (Time-based One-Time Password) to perform a
two-factor authentication by the Public Servant.
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o Example: johndoe@impulse.com

3.34 Logging configuration

The next attributes are all the possible configurations related to the logging of the Enterprise Service.

e Level: DEBUG or INFO levels available. The DEBUG level is meant to be used for finding problems
in the integration and instantiation, while the INFO level is intended to be used in the piloting of the
project (since it gives a high-level overview of user interactions with the Enterprise Service).

o Example: DEBUG
o Example: info

¢ File Path: The absolute or relative path to the generated log file (inside the Docker container).
o Example: ./impulse.log
** This path is actually pointing to a route inside the container.

3.35 Face Matching Configuration

The next attributes are all the possible configurations related to the Face Matching Service information.
e URL.: The complete URL where the Face Matching Service API is available.
o Example: https://apis.alicebiometrics.com/face

3.3.6 Document Verification Configuration

The next attributes are all the possible configurations related to the Document Verification Service information.
o URL: The complete URL where the Document Verification Service is available.
o Example: https://impulse.tree-api.com

3.4 Deployment

Before deploying the Enterprise Service, it is necessary to obtain the docker image to run the container. For
doing this, we first need to login into the GRAD private repository where the image is stored. After successfully
logged in with a robot account provided to the public administrations, it is now possible to get the docker
image of the Enterprise Service.

After acquiring the image, the deployment process is pretty simple as the configuration tool is able to prepare
a docker run command with every file needed for the instantiation.

Example of prepared run command:

docker run -p 8080:8080 —name enterprise-service -V
/home/impulse/data:/data -v /home/impulse/config:/config
harbor.gradiant.org/syp-impulse-pr-01349/enterprise-service

It is worth mentioning that it can be modified adding options like -d (detached), changing the port, changing
the container-name, etc.

** The Enterprise Service can be deployed in any available port, but it must coincide with the configured in
the Enterprise Service Public URL attribute, explained in section 3.3.1.

H2020 - Grant Agreement No. 101004459 Page 19 of 29



Impulse Deliverable D2.9

H2020 - Grant Agreement No. 101004459 Page 20 of 29



Impulse Deliverable D2.9

4 Interaction with the Public Servant Dashboard

The Public Servant Dashboard is a component of the Enterprise Service that allows an operator to manually
accept onboarding requests from the citizens. Every request is sent to this dashboard after it has been handled
by the biometric authentication services, including some information in it about the results obtained.

4.1 Access

This dashboard will be available as a web application on route /tasks. After the first access in a web browser,
basic user/password authentication will be requested. These values must have been configured according to
section 3.3.3.

< C  ® localhost:2080/tasks

Iniciar sesiéon
http://localhost:8080

Nombre de usuario  admin

contrasena
Cancelar Iniciar sesién

Figure 5: Basic Login in the Public Servant Dashboard.

If the dashboard has been configured to have a two-factor authentication, the next screen will appear.

l & Two Factor Authenticat X

&« C @ localhost:8080/tasks/twoFactorAuthentication

Code sent by email: | |

| Submit || Reset |

Figure 6: Two-factor authentication method in the Public Servant Dashboard.

One valid code that lasts 15 minutes is sent to the previously configured email (section 3.3.3). You can resend
a valid code refreshing the page.

Two Factor Authentication Code recibidos *

impulse.h2020(@gmail.com
parami ~

188072

Figure 7: Two-factor authentication code in the public servant’s email.

4.2 Usage

After login completely, the dashboard will appear, and it consists of a list of requests with the names of the
citizens and the validations performed.
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BIOMETRIC

MANUAL VALIDATION

G ] Face and document validations
iB Average Joe
- performed
G , Face and document validations
n John Smith

- performed
G Face and document validations
5 Jane Doe

- performed

Figure 8: Batched onboarding requests in the Public Servant Dashboard.

After clicking on any request, the specific page with all the information it contains will be shown to the Public
Servant. First, we will see the identifier of the task, the user information, the description of the face matching
validation service result, and the description of the document validation service result. Then, the images sent
by the user will appear, being the selfie [10] on the left, the front picture of the ID Document in the middle,
and the back picture of the ID Document (in case there is one) on the right. Below the images, there are three
buttons that correspond to the actions that the dashboard operator can perform. The request can be accepted or
rejected, being possible to go back to the task list and leave it for later.
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Task Identifier: zx7sDozmy7LvUdFTjzQnYhV
Name: Jane Doe

Personal |dentifier: 12345678A

Gender: Male

Date of Birth: 2022-07-31

Place of birth: Fakeland

Current Address: Fake Address 123
Nationality: SPANISH

Document Type: ID_CARD

Expiration Date: 2022-07-31

Face Matching Description: Face of the person correctly validated

Document Validation Description: Document validated successfully

IDESPBAADDDS89599999999R<<<<<<

8001014F2501017ESP<<<CC<<<C<L?
o 99999999R ﬁ';l::':> 987654 ESPANOLACESPANOLA<<CARMEN<< <<
L

Figure 9: Detailed onboarding request in the Public Servant Dashboard.
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5 Refreshing the Trusted Issuer

The verifiable authorizations issued to each public administration Trusted Issuer have a validity of 6 months.
This means that at least every 6 months, one member IT department of the public administration should stop
the deployed docker container, update this verifiable authorization and redeploy it again. If this verifiable
authorization expires, the public administration won’t be able to change the URL of the Enterprise Service, so
this is something that is recommended to be done once every 3 months.

The method of updating this EBSI Verifiable Authorization is pretty simple, as the configuration tool has the
functionality to handle this process. The only requirement is to get a session token from the EBSI Users
Onboarding Page.

To get this, the operator that is refreshing the Trusted Issuer has to enter the page:
https://app.preprod.ebsi.eu/users-onboarding/.

n European I
Commission

EBSI Users Onboarding Service

Welcome to the Pre Production environment

| don't have an EU Login Account. | have an EU Login Account.

Onboard with EU Login

| Onboard with Captcha

EBSI Users Onboarding service Contact us Other Links
Contact the European Commission Language policy
he European Blockchain
Follow the European Commission on social media Cookies

Resources for partners Privacy policy

Legal notice

European Commission

Figure 10: EBSI Onboarding Service page for the pre-production environment.

Once inside, they will have to click on “Onboard with Captcha”.
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European
Commission

EBSI Users Onboarding Service

Choose your authentication method

Desktop Wallet Mobile Wallet

EBSI Users Onboarding service Contact us Other Links
Contact the European Commission Language policy
This 3lockchain
Follow the European Commission on social media Cookies

Resources for partners Privacy policy

Legal notice

European Commission

Figure 11: Captcha onboarding in the EBSI Onboarding Service.

Then, they will click on “Onboard with Captcha” which will make the session token appear.

European
Commission

EBSI Users Onboarding Service

Choose your authentication method

Desktop Wallet Mobile Wallet

Copy or download your session token. Copy ﬁ Download |£|

eyJhbGci0iJFUzI1INKsiLCI0eXAi01JKV1QifQ.eyJ1eHALIOJE2NTIXMTQxNjgsImlhdCI6MTY1M]ExMzI20CwiaXNzIjoiZG1kOmVic2k6emN
HdnFnW1RIQ3Rramd0Y@tSTDAI0GsiLCIvbmIvYXJkaWsnIjoicmVjYXBOY2hhIiwidmFsaWRhdGVkSW5mbyI6eylhY3Rpb24i0iJsb2dpbilsI
mNoYWxsZW5nZV90cyI6IjIwMj ItMDUtMDLUMTY6MTkEMTNaIiwiaG9zdG5hbWU10iJhcHAuCHI1cHIVZCS1YnNpLmV1Iiwic2NvemUiojAudSw
1c3VjY2VzcyIbdHI1ZX19.0eGjVILvyVVbHB-zVZnQejo RagN-9U8b31QrCfy03JwHt5RPOYctcI1FOVtHCKIHz6C LOKHBY8nF51jH2CTA

Figure 12: Onboarding session token obtained from the EBSI Onboarding Service.

After copying it to the clipboard, it can be introduced in the Configuration Tool to update the EBSI Verifiable
Authorization.
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6 Instantiation/Integration Activities
6.1 First Prototype Session

In February 2022, GRAD organized an online meeting with the public administrations of the Consortium to
show the first prototype of the IMPULSE solution. It included a presentation of the message flow of the
solution, an explanation of the points of the flow in which the public administrations were involved, a
compilation of the requirements needed for the complete integration with the Enterprise Service, and a live
demo of the solution. In this demonstration, the entire onboarding and authentication processes were shown,
and then, GRAD answered all the questions that arose from the participants.

From this session, GRAD received some feedback which led to a series of changes in the solution itself, and
its configuration/deployment:

e Dockerization of the Enterprise Service was addressed after receiving some concerns about the
deployment process.

e The naotification system via email was changed to a PUSH Notification system due to some concerns
about the need to collect the emails of the users.

e Aninternal evaluation on the use of Legal Entity Verifiable Credentials for the Verifiers was addressed
to avoid the need of the Verifiers to be Trusted Issuers. It will be implemented in the second round of
IMPULSE.

e An internal evaluation on the possibility of cross-border scenarios among the public administrations
that use IMPULSE as an elD system. It will be implemented in the second round of IMPULSE.

e The first version of the Configuration Tool was made to facilitate the onboarding of the public
administrations’ DIDs as Trusted Issuers.

6.2 F2F IMPULSE Instantiation

In March 2022, a F2F meeting was held in Vigo between the people from the Consortium. Among the different
presentations, activities, or workshops carried out, GRAD made a live instantiation process of the Enterprise
Service with a Dummy Public Administration Service that was developed and integrated by ICERT. Prior to
the demo, the integrations that are necessary to connect a PAS with IMPULSE were explained. In this live
demonstration of a real instantiation, an Azure Machine with Ubuntu 18.04 was created, an SSH connection
was established with the machine, the configuration tool was used to onboard a DID in EBSI, the DID was
requested to be registered as Trusted Issuer through the EBSI Service Desk, and both Dummy PAS Service
and Enterprise Service were built as Docker images and deployed. Then, a demo of the authentication process
was made to show that the instantiation and integration was successful. Finally, GRAD answered all the
questions that came up among the participants.

From this session, GRAD received some feedback which led to a series of changes in the solution itself, and
its configuration/deployment:

e The Deep Link method to initiate an onboarding or authentication was developed due to some concerns
about the possibility of performing the two IMPULSE main processes only with the mobile device.
This was made for the specific citizens that want to receive the PAS service in a web browser on the
same device where the IMPULSE application is installed, without the need of using a second one (PC,
laptop, tablet, etc.).

e The Docker images build step was removed from the instantiation process to simplify it. Instead, a
pre-built image is stored in a private Docker repository owned by GRAD, and shared through a robot
account with only reading permissions.

e The DID Onboarding and Trusted Issuers registration steps were removed, as we could just simply
make all the registrations ourselves (GRAD), and then share the pre-configured wallet to each public
administration for this first round of IMPULSE.
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e The functionalities of the Configuration Tool were expanded to cover every possible configurable area
(organization name, URLs, TLS, logging, dashboard, face matching service, document verification
service).

e The manual “How to IMPULSE: Integration, Instantiation and Interaction” was made to cover
everything that the public administrations needed to know to correctly perform the Instantiation phase.
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7 Conclusions

With the creation of the Docker image of the Enterprise Service, the implementation of the configuration tool,
and the preparation of the manual “How to IMPULSE: Integration, Instantiation and Interaction”, we have
successfully fulfilled the requirements of the public administrations to deploy the IMPULSE solution.

GRAD has conducted several meetings with the PAs to solve particular issues of each one. The feedback
obtained by the PAs in several meetings allowed to improve the instantiation automation mechanisms as well
the documentation to facilitate the deployment of the solution. As a result, GRAD has built up an initial process
for the basic IMPULSE system instantiation which will be used by the PAs for the first piloting activities.

Finally, it is important to remark that throughout this process some issues have already been identified to
address during the second round of the project, and they will be included in the final IMPULSE system
instantiation.
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